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User Guide for Mofluid-Magento Push notification Plugin

Plugin Installation Guide

Magento Plugin are simply great way of adding new features and functionality to your Magento
powered stores. To install our Mofluid push notification feature plugin from magento connect you

simply need a plugin .tgz file.

Follow the instructions below to install the plugin to your site.

Note: Before installing this plugin make sure that Mofluid_Mobile_App_Builder_V1.10.0 is
already installed with in your Magento store.

Steps to install Magento Extension Using Magento Connect

1. Sign into your Magento store admin panel.

2. Navigate to System > Magento Connect > Magento Connect Manager.

Magento" Admin Panel

Dashboard Sales Catalog Mobile Customers

&’ {{base_url}} is not recommended to use in a preduction environment to declare the Base Unsecure URL / Base Secure URL. Itis highly |

to Index Management and rebuild required indexes

Dashhoard

$0.00

Average Orders

$0.00

Last 5 Orders

Customer ltems Grand Total

No records found

Last 5 Search Terms

Search Term Results Number of Uses

No records found.

Top 5 Search Terms

Search Term Results Number of Uses

Promotions

Global Record Search Logged in as admin

Newsletter CMS Reports Mofiuid

System

My Account

Notifications
L.. TW|5 ................... ;
[ ‘.‘.
‘. . Desmn .................... ,
Import/Expaort A
L. Manage Cu"ency ......... ‘.1.

Transactional Emails

iy, February 12, 2014 | Try Mane:

four Magento configuratio

Custom Variables

Permissions

ble chart, click here

Quantity
0

Al
Revenue Magenta Conngct | hinninea
$0.00 Crche Manage. Magento C?\nned Manager

................ Package E)@nsions
Index Managen.
Bestsellers Mast Viewed Pr{ e 1 Fus{umers

Order Statuses

Product Name | Configuration

No records found.

e
localhost/magento1/index.php/admin/extension_local/index/key/cda94057F3cbag86782F82b7d20619F30/

3. Now Sign into Magento Connect Manager.

Price Quantity Ordered
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Magento MANAGER

Log In

Please re-enter your Magento Adminstration Credentials.

iy administrators with full permissions will be able to log in

Usemname:

Password

=L

Help Us to Keep Magento Healthy - Report All Bugs (Magento Connect Manager ver. 1.7.0.1)
Magento is a trademark of Magento, Inc. Copyright © 2012 Magento Inc

4. A window will open having two tabs Extensions and Settings.Now go to Setting select Magento
Connect Channel Protocol as Ftp, Preferred State as Beta, Use custom permissions as No and

Deployment Type as Local Filesystem, if Local file system Radio button is disabled then just give
the write permission to your Magento Store whole folder Now just Click on Save Settings Button.

Magento MANAGER

Extensions | Setiings ‘ Return to Admin ~ Log Out

Settings
Magento Extensions are available in three different versions.

+ Stable means the extension can be used in a production environment.
« Beta means the extension is not recommended for use in a production environment.
« Alpha means the extension is still in development.

Please note: extensions are provided as is. Make sure to backup your data before installing new extensions.

Magento Connect Channel Protocol: | FEp

Preferred State: | Beta

Permission to create new files and folders.

Use custom permissions; | Mo
Deployment.
Deployment Type @ Local Filesystem

_) FTP Connection

—

Help Us to Keep Magento Healthy - Report All Bugs (Magento Connect Manager ver. 1.7.0.1)
Magento is a trademark of Magento, Inc. Copyright © 2012 Magento Inc.

5.1f you want to put your store on the maintenance mode while installing the Extension then
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check the Put store on the maintenance mode while installing/upgrading/backup creation
checkbox(Optional Step).

6.After saving settings click on Extension tab here in Direct package file Upload section you just
have to upload a tgz file package of the extension and then click on Upload button.

Magento MANAGER

Extensions ‘ Seﬂmgs Return to Admin  Log Qut

& Put store on the maintenance mode while installing/upgrading/backup creation

) Create Backup

Install New Extensions

N Search for modules via Magento Conne:

[l Paste extension key to install m

Direct package file upload

N Download or build package file

[l Upload package file:| Browse... | No File selected.

No file selected.

Channel: Magento Community Edition

Clear all sessions after successfull install or upgrade: [

Package Name Installed Actions ‘Summary
Interface_Adminhtm|_Default 1.7.0.1 (stable) = Default interface for Adminhtml
Interface_Frontend_Base_Default 1.7.0.1 (stable) = | | Thisis a Magento themes base
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#| Auto-scroll console contents

Procedure completed. Please check the output frame for useful information and refresh the page to see changes.

e

Above screen will be displayed after successful installation completed.

Now Return to admin panel you will see that a new extension with Push notification feature is
installed on your Magento store.It will be displayed in main navigation bar under Mofluid>> Push
notification.

Steps to enable Push notification for your app:

Push notification allows an app to notify you of new messages or events without the need to
actually open the application, similar to how a text message will make a sound and pop up on
your screen. This is a great way for apps to interact with us in the background, whether it be a
game notifying us of some event occurring in our game world or simply the iPad's mail
application beeping as a new message appears in our inbox.
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Go to Mofluid menu and select Push Notification

Global Record Search Logged in as admin | Wednesday, February 12, 2014 | Try Ma Free | Log Out

Magento® Admin Panel

Dashboard Sales Catalog Mabile Customers Promotions Newsletter CMs Reports System | Mofluid ® Get help for this page
| Settings
Mofluid - Push Notification Push Notification ’ puanouﬁcauon """"""""
» ANDROID PUSH NOTIFICATION Push notification allows an app to notify you of new messages or events without the need to actually open the application, similar to how a text message will make a sound and

pop up on your screen. This is a great way for apps to interact with us in the background, whether it be a game notifying us of some event occurring in our game world or simply the

Setup Google Cloud Account y
iPad's mail application beeping as a new message appears in our inbox.

Send Push Notification

IPHONE PUSH NOTIFICATION

v

Setup Apple Push Notification Configure your Push Settings and send notification to the devices. Select Subcategory from the left menu and go for Push Notification.

Send Push Notification

Help Us Keep Magento Healthy - Report All Bugs Magento ver. 1.7.0.2 Connect with the Magento Community
magento-webservice.ebizontech.com/index.php/mofluidpush/index/index/key/338af50d94b34abe16918226e63dbaas/ ii] Magento™ is a trademark of Magento Inc v

Platform of Push Notification:

There are two platforms of Push Notification available according to your mobile app.They are
e ANDROID PUSH NOTIFICATION
e |PHONE PUSH NOTIFICATION

ANDROID PUSH NOTIFICATION

Google Cloud Messaging for Android (GCM) is a service that allows you to send data from your
server to your users Android-powered device, and also to receive messages from devices on
the same connection. The GCM service handles all aspects of queueing of messages and
delivery to the target Android application running on the target device. GCM is completely free no
matter how big your messaging needs are, and there are no quotas.

1. On the left side of the Push Notification page there is Android Push Naotification here there is
two option one is Setup Google Cloud Account and second is Send Push Notification.

2. Click on Setup Google Cloud Account .
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3 v H Global Record Search Logged in as admin | Thursday, June 26, 2014 | Try Magento Go for Free | Log Out
Magento Admin Panel clocalRecorssearcn [ y aenlo Go.fr Free | Lo

Dashboard Sales Catalog Maobile Customers Promotions Newsletter CNS Reports System | Mofiuid @ Get help for this page

| | | | | | | | | [P
@ Latest Message: Reminder: Change Magento's default phone numbers and callouts before site launch “You have 1 critical, 5 major, 19 minor and 122 notice unread message(s). Go to notifications
Wofluid - Push Notification Setup Google Cloud Messaging Account m

» ANDROID PUSH NOTIFICATION

Setup Google Cloud Account
Google Cloud Messaging Account
Send Push Notification

GCMID*:

» IPHONE PUSH NOTIFICATION

GCM API Server Key™
Setup Apple Push Notification b

Send Push Matification Push Noification Mode Production r

To Create GCM Project and get API Server key Open Goog

For More detail about Google Cloud Messaging Account Click here

3. Now fill the GCM ID and GCM API Server Key (How to get your GCM ID and GCM API
Server Key description is given below) and select the mode between Production and
Development and click on Save Configuration.

Production Mode :

If your app is already released in the market then you can use production mode for sending the
push notification to the registered users.

Note : If your app is not released in market and you will use the production mode then push
notification will not sent to the registered users.

Development Mode :
If your app is not released in the market then you will use the development mode for sending the
push notification to the registered users.

HOW TO GET YOUR GCM ID and GCM API Server Key :

There are some steps to get the GCM ID which are given below :

1. Creating a Google API Project :

(i) Click on https://console.developers.google.com/projects link for open the Google Developer
Console.
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€« => I https://console.developers.google.com/project 'ﬂ_?] /a i3 =
Goaogle Developers Console 2
-
Billing
Account settings PROJECT NAME PROJECT ID REQUESTS ERRORS CHARGES

API Project o o $0.00
(i) If you haven't created an API project yet, click Create Project.
« =>C https://console.developers.google.com/project iy é,ﬁ ad =

New Project

PROJECT NAME

MofluidPush

PROJECT ID

resonant-fiber-607

(iii) Enter a project name and click Create.

Once the project has been created, a page appears that displays your project ID and project

number. For example, Project Number: 123456789012.
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< MofluidPush

Overview
APls & auth
Permissions
Settings

Support

App Engine
Compute Engine
Cloud Storage
Cloud Datastore
Cloud SQL
BigQuery @

Cloud Development

Project ID:

Project Dashboard

Boost your app with a Google API

Use Google APls with your app to hamess the
power of Google's services and technologies

Enable an API

Try BigQuery with population data

Run queries against huge public data sets to
see how BigQuery can help you analyze your
own data

Project Number: '

Get started with a sample app

Check out a basic mobile backend app ora
sample Photofeed app to help you get started

Mobile Backend Starter
Photofeed Java sample app

Create a storage bucket

Store your unstructured data safely and with
high availability using Google Cloud Storgme

Estimated charges this month: $0.00

Spin up a compute engine VM

Get started with Google Compute Engine by
creating your first VM instance

Create instance

Return to original conscle Send feedback Privacy & Terms

(iv) Copy down your project number. You will use it later on as the GCM ID.

2. Enabling the GCM Service :

To enable the GCM service:
(i) In the sidebar on the left, select APls & auth.

(i) In the displayed list of APls, Google Cloud Messaging for Android toggle is OFF.

¢« > C https://console.developers.google.com/project/ /apiui/api e é,ﬁ il =
Google Developers Console ®
>
< API Project Google Cloud Datastore API 10,000,000 requests/day OFF
Overview Google Cloud DNS API 50,000 requests/day OFF
APls & auth Google Cloud Messaging for Android oFF
APls
Credentials Google Cloud Messaging for Chrome 10,000 requests/day oFF
Consent screen Google Cloud SQL OFF

Push
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(iii) Now turn the Google Cloud Messaging for Android toggle to ON.

€ - C [ hitps://console.developers.google.com/project/ [apiui/api

(Google Developers Console

. NAME QUOTA
¢ APl Project

. Google Cloud Messaging for Android
Overview

APls & auth Google Compute Engine

3. Obtaining an API Key :
(i) In the sidebar on the left, select APls & Auth >> Credentials.

STATUS

€« - ' [E https://console.developers.google.com/project/ fapiui/credential

Goaogle Developers Console

< API Project OAuth Compute Engine and App Engine Learn more

OaAuth 2.0 allows users
Owerview to share specific data

Client ID

with you (for example,

APIs & auth conta_ct |IStS.) while Email address
keeping their
—— usernames, passwords,
Credentials and other information
private.

Consent screen Learn more Download JSON

Permissions
Settings A
g Public APl access

Support
Use of this key does not require

any user action or consent, does
not grant access to any account
Cloud Storage information, and is not used for
authorization.

Learn more

BigQuery [
Cloud Development

Compute Engine

Cloud SQL

(i) Under Public API access, click Create new key.
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Create a new key

The APls represented in the Google Developers Console require that requests
include a unigue project identifier. This enables the Console to tie a request to
a specific project in order to monitor traffic, enforce quotas, and handle billing.

Server key Browser key Android key i0S key

(iii) In the Create a new key dialog, click Server key.

(iv) In the resulting configuration dialog, supply your server's IP address. For testing purposes,
you should leave it blank to allow any IPs.

Create a server key and configure allowed |Ps

This key should be kept secret on your server.

' Every API request is generated by software running on a machine that you control. Per-user limits will be
enforced using the address found in each request’s userIp parameter, (if specified). If the userIp
[ parameter is missing, your machine’s IP address will be used instead. Leam more

| ACCEPT REQUESTS FROMTHESE SERVER IP ADDRESSES
One [P address or subnet per line. Example: 192.168.0.1,172.16.0.0/16, 2001:db&::1 or 2001:db8:/64

(v) Click Create.

(vi) In the refreshed page, copy the API key. You will need the API key later on to perform
authentication in your application server.

MoFluid ({)) Magento


http://developer.android.com/google/gcm/gcm.html#apikey

User Guide for Mofluid-Magento Push notification Plugin

Public APl access Key for server applications

fthi v o P
Use of this H-E,' does not require APl key g o o
any user action or consent, does
not grant access to any account IPs 0.0.0.0
information, and is not used for e

o Activation date Jun 20, 2014 12:39 aAM
authorization.
Leam more Activated b'y ST R e T 0 T er

Create new Key
Edit allowed IPs Regenerate key Delete

(vii) All steps for getting GCM ID and GCM API Server Key are completed. Fill GCM ID block and
GCM API Server Key block corresponding to your GCM ID and GCM API Server Key.

4. Click on Send Push Notification. On clicking send Push Notification tab from left menu a
page will open containing field Message of Push Notification here you enter message for Push
Notification. When you click Send Push Notification Button a Notification will be send to all
registered users.

Note: Push notification should be enable in magento store using GCM ID and GCM API Server
Key before generating android app for devices . Otherwise user will not receive any push
notification send through magento store.

v H Global Record Search Logged in as admin | Thursday, June 26, 2014 | Try Magento Go for Free | Log Out

Magento Admin Panel GovaiRecoossacn____JE v Losout
Dashboard Sales Catalog Mobile Customers Promotions Newsletter CMS Reports System ‘ Mofluid ® Gethelp for this page
@ Latest Message: Reminder: Change Magento’s default phone numbers and callouts before site launch You have 1 criical, § major, 19 minor and 122 notice unread message(s). Go ta nofifications
Mofluid - Push Notification Send Push Notification

» ANDROID PUSH NOTIFICATION
Setup Google Cloud Account

- Y Send Push Motification
Send Push Notification

for Push Notification *

» IPHONE PUSH NOTIFICATION
Setup Apple Push Notification

Send Push Motification
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IPHONE PUSH NOTIFICATION

1. On the left side of the Push Notification page there is iPhone Push Notification. Here you will
find two options within it one is Setup Apple Push Notification and other Send Push
Notification.

2. Click on Setup Apple Push Notification.

L - H Global Record Search Logged in as admin | Thursday, June 26, 2014 | Try Magento Go for Free | Log Out
Magento" Admin Panel % y ? '

Dashboard Sales Catalog Mobile Customers Promotions Newsletter CMS Reports System | Mofluid ® Get help for this page
| | | | | | | | |

@ Latest Message: Reminder: Change Magento's default phone numbers and callouts before site launch “Y'ou have 1 critical, 5 major, 19 minor and 122 notice unread message(s). Go to nofifications

Mofluid - Push Notification Setup Apple Push Notification ]

» ANDROID PUSH NOTIFICATION

Setup Google Cloud Account

Apple Push Notification
Send Push Notification

Upload Certificate with Private Key (pemfile): | Choose File | No file chosen
» IPHONE PUSH NOTIFICATION -

Setup Apple Push Notification Faapless

Send Push Netification Push Motification Mode v

3. On click that link that page will open with three fields. Upload Certificate with Private Key
(.pem file) here you have to upload Certificate with Private Key a .pem file, Passphrase here
you entered your passphrase (How to get .pem file and passphrase description is given

below after this point) and Push Notification mode here you select your Push Notification
mode between Production and Developer and then click on save configuration button.

How to get .pem file and passphrase :
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Provisioning Profiles and Certificates:

To enable push notifications in your app, it needs to be signed with a provisioning profile that is
configured for push. In addition, your server needs to sign its communications to APNS with an
SSL certificate.

The provisioning profile and SSL certificate are closely tied together and are only valid for a
single App ID. This is a protection that ensures only your server can send push notifications to
instances of your app, and no one else.

As you know, apps use different provisioning profiles for development and distribution. There are
also two types of push server certificates:

1. Development : If your app is running in Debug mode and is signed with the Development
provisioning profile (Code Signing Identity is “iPhone Developer”), then your server must be using
the Development certificate.

2. Production : Apps that are distributed as Ad Hoc or on the App Store (when Code Signing will
Identify is “iPhone Distribution”) must talk to a server that uses the Production certificate. If there

is a mismatch between these, push notifications cannot be delivered to your app.

Generating the Certificate Signing Request (CSR):

Remember how you had to go to the iOS Provisioning Portal and make a Development
Certificate after you signed up for the iOS Developer Program? If so, then these next steps
should be familiar. Still, | advise you to follow them exactly. Most of the problems people have
with getting push notifications to work are due to problems with the certificates.

Digital certificates are based on public-private key cryptography. You don’t need to know anything
about cryptography to use certificates, but you do need to be aware that a certificate always
works in combination with a private key.

The certificate is the public part of this key pair. It is safe to give it to others, which is exactly what
happens when you communicate over SSL. The private key, however, should be kept... private.
It's a secret. Your private key is nobody’s business but your own. It's important to know that you
can’t use the certificate if you don’t have the private key.

Whenever you apply for a digital certificate, you need to provide a Certificate Signing Request, or
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CSR for short. When you create the CSR, a new private key is made that is put into your
keychain. You then send the CSR to a certificate authority (in this case that is the iOS Developer
Portal), which will generate the SSL certificate for you based on the information in the CSR.

Open Keychain Access on your Mac (it is in Applications/Utilities) and choose the menu option

Request a Certificate from a Certificate Authority....

M RO LYY File Edit  View Window Help
About Keychain Access

Preferences. ., =,

Keychain First Ald TEA
Certificate Assistant Open...
Ticket Viewer Create a Certificate...
Create a Certificate Authority...

Services . Create a Certificate For Someone Else as a Certificate Authority...
Hide Keychain Access  %H Reguest a Certificate From a Certificate Authority.

Hids Othars W sH Set the default Certificate Authority...

S Al Evaluate a Certificate. ..

Quit Keychain Access =20

If you do not have this menu option or it says “Request a Certificate from a Certificate Authority

with key”, then download and install the WWDR Intermediate Certificate first. Also make sure no

private key is selected in the main Keychain Access window.

You should now see the following window:

Certificate Information

Enter information for the certificate ywou are reguestimg.
Click Continue 1o request a certificare from the CA,

User Email Address: | yournSemail com -]

Commepn Kame: | PushChan

| CA Ernail Address:
| Request is; ":_J Ermailed vo the CA

&) Saved to disk

] et e specify ey pair information

{ Continue )
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Enter your email address here. I've heard people recommended you use the same email
address that you used to sign up for the iOS Developer Program, but it seems to accept any
email address just fine.

Enter “PushChat” for Common Name. You can type anything you want here, but choose
something descriptive. This allows us to easily find the private key later.

Check Saved to disk and click Continue. Save the file as “PushChat.certSigningRequest”.

If you go to the Keys section of Keychain Access, you will see that a new private key has

appeared in your keychain. Right click it and choose Export.

L]
& Suwm
[ e izan

Ebh ki
s D
misdn by
mreEy by

]
Loy E -

A Al iwm ooty Ceory "Fuahel k™

L. Pasveasdy Dwiats PushChai®

e Ol PL
Bl sy {enifcarss
] Lt info
£ Cerinae Creard & Cemloare Wik "PuskCha"..

Rasjueey 4 Certiicate From a Cermificate Authoriy With PughChal”
Crwibe & Carifcain Augkariy With e bhal”

EwpereT P rar®

Save the private key as PushChatKey.p12 and enter a passphrase.

For the convenience of this tutorial, | used the passphrase “pushchat” to protect the p12 file but
you should really choose something that is less easy to guess. The private key needs to be a
secret, remember? Do choose a passphrase that you can recall, or you won’t be able to use the

private key later.

Making the App ID and SSL Certificate:

Log in to the iOS Dev Center and “Select the Certificates, Identifiers and Profiles” from the right

panel.
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‘ Mlﬂper Tarkrakag sy EPTTAE T Pragramt Suzpan Elamsar Coreer o

0% Dev Center

II- Gt i

Davelapimient Ressuances 05 Develogper Program

Resources for 0% & Feabared Conberd Canificains, Ifemifieny & Frofie. @

LhpeiFria it § Creaie Appa for 05 G Muans Coarect o

B Whar's Mew e 0% 6 Appik Dwebagaly ForumMg [¥]
ailirg Harfed Videos
& N Paiibaok for Devdopers Duvabapeir Suspad Cavlar LF]

§ iTleud lor Dwrenlzpan:
Gatiing Staried Documenin H Azp Slom Besouce Canter

Franvzard for Devedopeey

H Prazam lor App Jubmikiicn
B Came Cenner Tor Devs e

a5 D v e LBy

B ing A i Tour 108 Appd ﬁ Apa Yicrm Azproval Proceas

& ERart Dareclopisg Ped App
Ad 1% Devslaper Library A Managing ko
§ In-App Purchase PFregrammisg Guida

E & K N+

B Supparting Hultinaking in Your Applicasiors il Mari reg AESBES

l tampls Code

You will be presented with the following screen (Doesn’t the new dev center Ul look sleek )
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& Developer Techapiogies  Resources  Programs  Supgon  Memier Cearer 1

Ceruficates, ldentiflers & Profiles I -

EH 05 Apps B Mac Apps ;_h Safari Extensions

I_. Certificates Jain the Mac Developer Program Jain (ke Sadari Dinvilo g Prograsm
1 d ® @ 5ig Rl 1 |

E_ denkifiers

h [hevelE s

L Frovisioneng Profiles

Larn More

Lears more nin o Lidra sidie T

Since you’re making an iOS app select Certificates in the iOS Apps section.
Now, you are going to make a new App ID. Each push app needs its own unique ID because
push notifications are sent to a specific application. (You cannot use a wildcard ID.)

Go to App IDs in the sidebar and click the + button.

.- DE'I.I'\'EIDpEr T oG s LR P e fafis S a1 Pt B RTVOR
Certificates, Ildentifiers & Profiles L
05 Apps - S App 105 +
¢ Ceritficaies 9 App IDs Towal
u Wdesgiliers ] Mame ol u]
App 0w

Fass Type IDs
. Devires

Frevisioming Frolikes
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Fill the following details:
e App ID Description: PushChat
e App Services Check the Push Notifications Checkbox
e Explicit App ID: com.hollance.PushChat

It is probably best if you choose your own Bundle Identifier here — com.yoursite.PushChat —
instead of using mine. You will need to set this same bundle ID in your Xcode project. After
you're done filling all the details press the Continue button. You will be asked to verify the details
of the app id, if everything seems okay click Submit

Hurray! You have successfully registered a new App ID.

|D Registration complete,

This App ID is now registered o your account and can be used in your provisioning profiles.

App ID Descripticn: PushChat
identifier: I
Data Protection:
Game Center: @ Enabled
Wlaud:
In-App Purchase: & Enabled
Passbaak

Push Matifications: @ Enabled

In a few moments, you will generate the SSL certificate that your push server uses to make a
secure connection to APNS. This certificate is linked with your App ID. Your server can only send
push notifications to that particular app, not to any other apps.

After you have made the App ID, it shows up like this in the list:
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& Developer sehnaisg Massuress P

Certificartes, ldentiftiers & Profiles | B
¥ Apps - Qs .|1'|;'\l|! D% - u ]
Certificaes 4 Anp I0s Total
e ifiers [-] Hame Ir
App D9

Lirw il i

Frosvinioming Frodiles

FushClan

Select the PushChat app ID from the list. This will open up an accordion as shown below:

Mame: PushChar
ID Prefin: 902 ZMN25ZZU

o i A AP TS S |

JNr]u] Bl ], I £

ServiCe Deve lppemient Distribatien
Dana Protectiomn Disabled Disabled
Carme Center ¥ Enabled ¥ Enabled
iCloud Disabled Chsabled
In=App Purchase @ Enabled #® Enabled
Pasibook Disaksled Disabled
Push Motifications Conhigurable Configurable

Senings

Notice in the “Push Notification” row, there are two orange lights that say “Configurable” in the
Development and Distribution column. This means your App ID can be used with push, but you

still need to set this up. Click on the Setting button to configure these settings.
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05 Apps - i0% App ID Settings + | [ o

® oo o o antcomtents e fos o eror e O

all
Fending

Hame o caika
Deresloprmane
10

HRE IR
o kESeniifers @
Apa 1D
Pats Type I0s Service Enazble

Drwices
= ﬁ Data Prabection
L Frowisioning Frodiles & d

Sharing and Permissions
Comglete Profectios
Proneciesd Unbese Open
Protectind Uil Firss Lar Adith i esanien

m El:rrhz_‘ﬁnur i
?__i? H;!wd :

Scroll down to the Push Notifications section and select the Create Certificate button in the

Development SSL Certificate section.

:uih: "I"l“l:'nltiﬁl:aiians o

Apple Push Motification service 551 Certificates

To configure push notifications for this 105 App 1D, a Client 550 Centificate that allows your
matification server 1o cannect 1o the Apple Push Notification Service is required, Each i05 App ID
requires its own Client S50 Certificate. Manage and generaie your certificates below.

@ Development S5L Cemificate
Create certificate to use for this App 1D, Create Certificate...
w Production S5L Certificate

Create certificate to use for this App 1D. Create Certificate..
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The “Add iOS Certificate” wizard comes up:

Certificates, Identifiers & Profiles I
i05 Apps = Add 045 Certiticate q,
4 Cenifcaies ® i CEnerase Apgaraval
&1
Finding =
. About Creating a Certificate Signing Reguest (CSR)
TREGEMENI =
Mixiribubnn
0 Ederifiers [
Ll Ta manually genergle & Cemilcate, you need a Certilicate Sigrang Request (CSE) lile lram yaur
Fass Trrse ICis Maic. To create 3 C5R File, follow the instnsctions below to creats ani using Keychain Acress,
O Devicis
Prewisioning Prafiles Create a C3R file

I the Apolicatsans folder con your Mac, open the Utities folder and launch Keychain Access

Within the Kepchain Access drap down memu, Seledt Keychain Acceds = Certilicate Asiistant =
Fagquiest a Ceastilicate from a Cerificane Autharinyg

& In the Ceritcate Information wendow, enter the folowing infcemation

# |n the User Email Address field, enter your email address

# |n the Commmon Marme lield, create & name for your private key (eg. John Doe Dev Keyh

The first thing it asks you is to generate a Certificate Signing Request. You already did that, so

click Continue. In the next step you upload the CSR. Choose the CSR file that you generated

earlier and click Generate.
Certificates, Identifiers & Profiles | K

0% Apps "

& Cartificaies [-]
'y
Fending
Iweealapreeni
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4pp 10s
Fass Types s
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Prowisinnirg Prefiles

It takes a few seconds to generate the SSL certificate. Click Continue when it’'s done.
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Now click Download to get the certificate — it is named “aps_development.cer”.

Development 550 Certiticate

Mame: Apple Development i05 Push Services: NIEININIGNGEGEE

Type APMs Development iO5 R v kon Download
Expires: Apr 12, 2014

Create an additional certificate to use for this App 10, Create Certificate...

As you can see, you have a valid certificate and push is now available for development. You can
download the certificate again here if necessary. The development certificate is only valid for 3
months.

When you are ready to release your app, repeat this process for the production certificate. The

steps are the same.

Note: The production certificate remains valid for a year, but you want to renew it before the year

is over to ensure there is no downtime for your app.

You don’t have to add the certificate to your Keychain, although you could if you wanted to by
double-clicking the downloaded aps_development.cer file. If you do, you'll see that it is now

associated with the private key.

Making a PEM File:

So now you have three files:
e The CSR
e The private key as a p12 file (PushChatKey.p12)

e The SSL certificate, aps_development.cer

Store these three files in a safe place. You could throw away the CSR but in my opinion it is
easier to keep it. When your certificate expires, you can use the same CSR to generate a new
one. If you were to generate a new CSR, you would also get a new private key. By re-using the
CSR you can keep using your existing private key and only the .cer file will change.

You have to convert the certificate and private key into a format that is more usable. Because the
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push part of our server will be written in PHP, you will combine the certificate and the private key
into a single file that uses the PEM format.

The specifics of what PEM is doesn’t really matter (in fact, | have no idea) but it makes it easier
for PHP to use the certificate. If you write your push server in another language, these following
steps may not apply to you.

You're going to use the command-line OpenSSL tools for this. Open a Terminal and execute the
following steps.

Go to the folder where you downloaded the files, in my case the Desktop:

$ cd ~/Desktop/
Convert the .cer file into a .pem file:

$ openssl x509 -in aps_development.cer -inform der -out PushChatCert.pem

Convert the private key’s .p12 file into a .pem file:

$ openssl pkcs12 -nocerts -out PushChatKey.pem -in PushChatKey.p12

Enter Import Password:

MAC verified OK

Enter PEM pass phrase:

Verifying - Enter PEM pass phrase:

You first need to enter the passphrase for the .p12 file so that openssl can read it. Then you
need to enter a new passphrase that will be used to encrypt the PEM file. Again for this tutorial |
used “pushchat” as the PEM pass phrase. You should choose something more secure.

Note: if you don’t enter a PEM pass phrase, openssl will not give an error message but the
generated .pem file will not have the private key in it.
Finally, combine the certificate and key into a single .pem file:

$ cat PushChatCert.pem PushChatKey.pem > ck.pem
At this point it's a good idea to test whether the certificate works. Execute the following

command:

$ telnet gateway.sandbox.push.apple.com 2195
Trying 17.172.232.226...
Connected to gateway.sandbox.push-apple.com.akadns.net.

Escape character is ']".
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This tries to make a regular, unencrypted, connection to the APNS server. If you see the above
response, then your Mac can reach APNS. Press Ctrl+C to close the connection. If you get an
error message, then make sure your firewall allows outgoing connections on port 2195.

Let’s try connecting again, this time using our SSL certificate and private key to set up a secure
connection:

$ openssl s_client -connect gateway.sandbox.push.apple.com:2195 -cert
PushChatCert.pem -key PushChatKey.pem

Enter passphrase for PushChatKey.pem:

You should see a whole bunch of output, which is openssl letting you know what is going on
under the hood.

If the connection is successful, you should be able to type a few characters. When you press
enter, the server should disconnect. If there was a problem establishing the connection, openssl

will give you an error message but you may have to scroll up through the output to find it.

Note: There are two different APNS servers: the “sandbox” server that you can use for testing,
and the live server that you use in production mode. Above, we used the sandbox server

because our certificate is intended for development, not production use.

4. Click on Send Push Notification. On selecting Send Push Notification a page will open
containing Message of Push Notification here you should enter message of Push Naotification.
When you click Send Push Notification Button a Notification will be send to all registered users.

Global Record Search

Magento Admin Panel

Dashboard | Sales | Catalog | Mobile | Customers = Promotions = Newsletter =~ CMS  Reports | System @ Get help for this page
| | | | | | | | | | ]

Mofiuiid - Push Notification Send Push Notification (@ sendPushnGticaton |

» ANDROID PUSH NOTIFICATION

Setup Google Cloud Account

sen ish Notification
S e e Send Push Notification

Message for Push Notification *

> IPHONE PUSH NOTIFICATION
Setup Apple Push Notification

Send Push Notification
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